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Introduction 

The Mediatrix 500/600 Series is a Small & Medium Enterprise solution that provides secure VoIP & Data communications 
between Service Providers and Customer Premises. 

The Mediatrix 500/600 Series provides: 

 Secure SIP communications 

 Deep packet inspection of the SIP Signaling 

 Protection against Denial of Service attacks 

 Protection against service theft 

 Intrusion Detection / Prevention  

The  stateful packet inspection (SPI) and packet filtering firewall assures that an enterprise’s network stays private, secured 
and protected from undesirable attacks from the Internet. 

Solution Overview 

This document outlines the configuration steps to setup a Mediatrix 500/600 Series device to provide a SIP trunk to an 
enterprise: 

 ADSL/WAN uplink connection 

 NAT, Firewall and DHCP server  

 QoS/Traffic shaping in WAN direction 

 B2BUA for SIP normalization 

 Local device registration to the Mediatrix 500/600 Series, which in turn registers to the service provider 

 SIP Trunk 

 Local PSTN fallback 

 Local IP-PBX registration to the Mediatrix 500/600 Series 
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Network Topology 

The Mediatrix Mediatrix 500/600 Series is installed as Customer Premise Equipment. Depending on the model it can have a 
built-in ADSL modem. 
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Network Configuration 

1. You can reach the web interface by entering the following address in your browser: 

a. http://192.168.0.1 

b. At the top of the page, Log in  to the configuration pages. 

c. The default username is “admin” and the default password is “admin”. 

2. For convenience, you can always access the configuration pages from the top menu. 

 
 

3. From the main configuration page, go to the Network configuration section to start configuring the Internet acces 
and the local networking services. 
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4. Configure your Internet (WAN) access in the Internet section. 

 

 

5. On the same page, configure the internal network (LAN). 

There are two interfaces: ET1 – ET3 (switch) and ET4. Configure the IP addresses according to your network. 

For each interface you can enable/disable a DHCP server. 

 

 

6. Apply the settings. 
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 Apply: Save the settings and stay on the same page. 

 Apply & Return: Save the settings and go back to the home (“Overview”) page. 

If needed you can access advanced settings for the local DNS and DHCP Servers.  

Telephone Ports Configuration 

The Telephone Ports configuration page allows you to configure the available FXS and FXO ports. 

 

 

 

1. Enter the port phone numer in the SIP address field. 

2. You don’t have to specify the User ID and Password to authenticate to the internal SIP switch, but as we want all 
users to be authenticated, you should specify them. These accounts have to be configured later, on the SIP Switch 
configuration page. To enhance security, it is recommended to use strong passwords. 

3. The FXO port can connected to a PSTN line. The fallback to PSTN will be configured later in case the SIP trunk is 
unavailable.  
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4. To increase security, it is suggested to allow only authenticated users placing outgoing calls through the FXO port 
by selecting Authenticate in the Inside Users drop down list. 

 

At this point you should be able to place outgoing calls through the FXO port from phones connected to the FXS ports. 
Just dial ** before the number you wish to dial on the FXO.  

After configuration of the dial plan, this option (“**”) will be disabled and all calls will be routed according to the dial plan 
settings. 

Basic SIP Settings 

1. Go to the SIP Settings page.  

 

2. Include the domain as in the following screenshot. This will enable all calls to the specified domain to go through the 
dial plan (we are going to configure it in the next step). 



   

  Configuration Notes 300 

Page 9 of 13 

3. To allow only authenticated users to make calls, even from within the LAN, change the default setting for the users 
inside the LAN to Authenticate. 

 

Authenticated users will be able to use this device to route calls. Please use only strong passwords for all 

configured accounts (on following pages). 

SIP Trunk 

The last step is to configure the SIP trunk. 

 

1. In the SIP Trunking Service area, configure the main parameters of the SIP provider. 
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2. In the Main Trunk Line area configure the account which will register (if needed) to the SIP provider. 

 

3. If you have several accounts on the same SIP server, you can configure them either in the PBX Lines table or the 
SIP Lines table. In the following screenshot , the account is configured in the SIP Lines, as it will be forwarded to a 
registered IP Phone. 

 

4. You have already configured the network interfaces in the beginning of this tutorial. Now you can add here the IP 
address of your IP PBX. All incoming calls from the SIP trunk are going to be sent to this IP address. There are two 
options available: 

 If the IP PBX can register to this device, specify the PBX SIP Address,  User ID and Password, 

 If not, then you can just set the IP address in the respective field (“PBX IP address”). 

 

5. In case you face problems with the registration (like on the above screenshot, where you see “Dyn. Regs:”0”) you 
can overcome them by specifying the PBX IP address.  

SIP Advanced Settings for Monitoring 

1. On the SIP Advanced page, specify which SIP server should be monitored. This is needed to use the fallback mode 
(from SIP trunk to FXO). 

 

 

2. Specify in Monitor servers for failures the address of the trunk to be monitored. 
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SIP Switch Settings 

The next step is to configure the SIP Switch page. 

 

The Dial Plan configuration can be very complex. Adjust the following sample configuration to your needs: 

1. Route calls to the Emergency number 112 to the local FXO port. 

2. Route calls with a prefix (e.g. “9”) to the local FXO port (localgw). 

3. Route calls with a minimum number length of 6 digits to the SIP Trunk (configured in the previous steps). In case 
the SIP Trunk is not available, the calls should be sent to the local FXO port (localgw). This would be the “Fallback 
mode”. 

4. Where appropriate, calls are being forwarded after authenticating the user (setting “Action: A&Forward”). 

5. When selecting a forward action and leaving the “Forward to” field empty, the calls will be sent to the “Default PSTN 
gateway” which is, in this case,  our previously configured SIP trunk. 

Please be aware that all settings are case sensitive.  

 

You can manually configure SIP accounts (IP phones, soft clients etc.) that should register on the internal SIP switch. 

If you want all accounts to be authenticated, you must specify a user ID and password for each of the FXS lines as well. 

The following screenshot contains one account for an additional IP Phone (3333) in the SIP Accounts table. 
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QoS, Call Admission Control 

The Mediatrix 500/600 Series has a built-in functionality for QoS. You can enable and configure DiffServ to give priority to 
SIP traffic. These settings are located on the Advanced SIP Settings web page. 

 

To avoid voice quality problems related to high internet traffic from other computers (e-mails, live streams etc.) you can 
enable QoS prioritization. 

1. Enable Upstream prioritization  

Be careful with the “Link capacity” setting. If you have a non-symmetrical WAN connection, this setting will limit both 

your  download and upload speed. In this case, it is better to leave it empty. 

 

2. To preserve the quality of the calls you can enable the Call Admission Control and set the desired traffic limit.  

 

These settings will deny new calls when one of the bandwidth limits has been reached. 
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Firewall Configuration 

 

1. On the homepage, you can see (and change) the current active profile. Click the Security link in the Configurations 
section . 

 

 

2. On the Security Settings page you can modify the current security profile settings by clicking the respective link. 

3. For use in an office with many PCs behind the firewall you might need to increase the total amount of flows 
available to the firewall. The recommended values are: 4000 for home users, 7000 for small offices. 

Other Endpoints behind Mediatrix 500/600 Series 

SIP clients that register to external SIP servers should not have any NAT traversal mechanism enabled. 

 

 


